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SOPPA is effective July 1, 2021. It guarantees that student data is protected 
when collected by educational technology companies and that the data is used 
for beneficial educational purposes only (not marketing or selling student 
information).

The LTC provides implementation support. Districts are encouraged to 
consult school attorneys.  

SOPPA 



All public schools are required to have 
signed agreements with vendors or 
providers (i.e. operators) that collect 
student data (both free and paid services).

What does this mean for schools?

Signed Data Privacy Agreements (DPA)



A. The categories of covered information to be provided to the operator
B. A statement of the product or service that the operator is providing to the district;
C. A statement that the operator will implement and maintain reasonable security procedures and 

practices
D. A statement that the operator is acting as a school official under the Family Educational Rights 

and Privacy Act (“FERPA”);
E. A description of how the district and operator will allocate costs for investigating and remediating 

a data breach attributable to the operator (including costs for notifying parents and regulatory 
agencies, credit monitoring, legal fees and audit costs, or any other damages that the district 
incurs);

F. A statement that the operator must delete or transfer to the district all covered information that is 
no longer needed for the purposes of the agreement; and

G. A statement that the written agreement will be published on the district’s website.

What does this mean for schools?

Data Privacy Agreements Include



Districts are expected to implement and 
maintain “reasonable security practices 
and procedures” as defined by ISBE. 

ISBE defines this as the LTC’s 43 best 
practices that Illinois districts should 
implement to comply with SOPPA.

ltcillinois.org/cybersecurity

What does this mean for schools?

Reasonable Security Practices

http://ltcillinois.org


Required: 

- Identify the person(s)/role(s) that can sign agreements. 
- Identify the process for how parents can exercise their rights to inspect, 

review and correct information maintained by the school, operator, or 
ISBE.

Recommended:

- Identify a data privacy officer to oversee compliance. 

SOPPA Requirements

Update Policies



Districts websites must contain: 

- Annually: 
- Post a list of all operators of online services or applications utilized by the districts
- All data elements that the school collects, maintains, or discloses to any entity. This 

information must also explain how the school uses the data, and to whom and why it 
discloses the data.

- List of subcontracts for each operator.
- 10 Days After Signing: Contracts/Agreements for each operator.
- 10 Days After Breach: Notice of a data breach. Within 30 days notify parents. 
- Undefined: The process for how parents can exercise their rights to inspect, review and correct 

information maintained by the school, operator, or ISBE.

What does this mean for schools?

Post DPAs and Other Information on Website



SOPPA affects personally identifiable information (PII), material that is linked to 
PII, and material in any media or format that is not publically available and is 
any of the following:

● Created by or provided to an operator by a student or the student's parent in the course of the 

student's, parent's, or legal guardian's use of the operator's site, service, or application for K-12 

school purposes.

● Created by or provided to an operator by an employee or agent of a school or school district for 

K-12 school purposes.

● Gathered by an operator through the operation of its site, service, or application for K-12 school 

purposes and personally identifies a student.

SOPPA Impact

Personally Identifiable Information



1. Teachers can no longer use third party apps, software, or websites 
that collect student data without approval of the district. 

2. Apps, software, and websites previously used will not be allowed 
without a DPA.

3. School personnel will need to know what tools they can use and 
what tools are not allowed. 

What does this mean for schools?

Impact on Teachers



1. Communicate with Superintendent, Legal Counsel, and Board

2. Designate. Assign the role(s) of Data Privacy Officer and contract 
signer. 

3. Update policies. Include processes for addressing data breaches 
and parents rights. For school districts that subscribe to IASB 
PRESS Policy Services, see PRESS Policy 7:345, Use of 
Educational Technologies; Student Data Privacy and Security.

SOPPA Compliance

Steps to Compliance



4. Implement and maintain reasonable security measures. 
Provide appropriate trainings.

5. Create an inventory of existing resources. Gather and review 
existing vendors and agreements to determine. Start with “must 
haves” and survey teachers.

6. Determine how you will manage the process of having 
operators sign agreements. 

SOPPA Compliance

Steps to Compliance



A free tool for managing privacy agreements in 
compliance with SOPPA. ISPA is a shared database that 
allows districts to: 

- Manage and track agreements.
- “Piggyback” on agreements when another district in 

Illinois already signed an agreement. 
- Post agreements, data elements, and subcontractors 

on your website.

Implementation

Illinois Student Privacy Alliance (ISPA) + NDPA

ltcillinois.org/services/ispa



Curriculum Team- what tools are essential to your program

Grade Level Teams- what tools are essential, which are desired, which can be 
dropped

Content Filters- what tools are being visited the most?

Google Admin Console

Surveys to faculty

Implementation

Identifying Existing Inventory

 



The National Data Privacy Agreement (NDPA) was 
developed by 28 state alliances addressing data 
privacy needs. The LTC encourages districts to 
adopt the NDPA with the Illinois Exhibit to help 
streamline the educational application contracting 
process.

ltcillinois.org/services/ispa

PROGRAM

National Data Privacy Agreement



SOPPA Resources

● What is SOPPA? A 1-minute LTC video 

suitable for everyone 

● LTC Support on Data Privacy & SOPPA A 

webpage for issues and implementation 

● Weekly SOPPA Meetings with the LTC 

Assistance

● SOPPA Legislation Brief A printable 

executive summary by the LTC

● SOPPA for Teachers A webinar for teachers 

by the LTC

● Handout

ISPA Resources

● Illinois Student Privacy Alliance (ISPA)

● Using ISPA to Comply with SOPPA 

(Flowchart)

● Managing Agreements with ISPA 

(Flowchart)

● Sample ISPA Communications 
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